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PSEUDO DEDICATED DEBUG PORT WITH
AN APPLICATION INTERFACE

CLAIM OF PRIORITY

This application claims priority under 35 U.S.C. 119(e)(1)
to Provisional Application No. 61683831 filed 16 Aug. 2012.

TECHNICAL FIELD OF THE INVENTION

The technical field of this invention is software and hard-
ware debug.

BACKGROUND OF THE INVENTION

Current state of the art debug of general purpose processors
takes two forms:

1. A lesser set of visibility and control provided through an
application interface.

2. A wide range of visibility and control provided with a
dedicated debug interface.

In both of the above cases the debug control function pro-
vides a means to access debug features on-chip that support
visibility into the current state of the processor(s) and even
historical information about the state of an application. Some
examples of this include: writing/reading system memory,
viewing the contents of caches, controlling the execution of
application programs, setting/clearing breakpoints, etc.

SUMMARY OF THE INVENTION

The described invention provides access to one or more
Access Points (AP) whose functions include capabilities
other than merely accessing memory across an application
interface such as USB, IEEE 802.3 (Ethernet), IEEE 802.11
(WLAN), IEEE 1394 (Firewire), etc.

With this approach the capabilities available in the current
art for debug using an applications interface are expanded to
include all or many of the capabilities provided by current art
with a dedicated debug interface. This makes an application
interface appear to be a pseudo dedicated Debug Port. Debug
may in some cases use the application interface facilities
concurrently with other system activities in cases where the
system remains operable during debug. This does however
reduce the amount of application interface bandwidth avail-
able to these activities

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects of this invention are illustrated in
the drawings, in which:

FIG. 1 shows a block diagram of debug over an application
interface;

FIG. 2 shows a debug access port created with a dedicated
debug interface; and

FIG. 3 shows access to debug access ports through a
pseudo dedicated debug port.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Debug using an application interface generally provides a
means to find and fix problems in the operation of a stable
Target System (TS), where the problems do not make the
system inoperable. The debug capabilities utilize applications
resources to a level of visibility and control that facilitates
debug of software components in the target system. The
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applications interface is typically used once bring-up is com-
plete and in subsequent phases of a product’s lifecycle. The
use of these debug facilities can however be intrusive and
change the way the application works. This is generally tol-
erable except in extreme real-time applications.

FIG. 1 shows an illustration of a typical implementation of
debug using an applications interface.

A debug application (local within the target system or
remote to the target system) communicates with application
software running on the target system to provide debug ser-
vices via an applications interface 101 such as USB, IEEE
802.3 (Ethernet), IEEE 802.11 (WLAN), etc. The application
interface 101 communicates with CPU 102 that is part of the
target system. The debug software executes on CPU 102,
using system resources 103 and debug resources 104

An advantage of using an applications interface for debug
is that it is accessible in a product’s final form and can in many
cases be accessed using a network. This means debug can be
performed by someone in location A on a target system in
location B. The disadvantage is that certain types of errors can
block the capability’s availability. Since the application soft-
ware must continue to run to provide the aforementioned
debug services, certain system malfunctions can disrupt the
running of this software to an extent that makes these debug
services unusable. Examples of this are bus hangs and errors
within the application’s interface drivers.

Debug using a dedicated interface is typically used during
the development and bring-up phases of a product’s lifecycle
and in many instances can be minimally intrusive, having
little to no effect on the normal system operation (when the
system is running the application). It generally provides a
means to find and fix problems that can make the target
system (TS) inoperable. Such problems include bus hangs,
power management failures, phantom resets, and other fatal
errors.

These are capabilities that are not generally available in the
set of debug capabilities provided by applications interface.
They may provide the ability to view of the state of clock and
reset logic, voltage, power domains, power management
logic, bus control logic and the like. In addition, these capa-
bilities may provide very fine granularity of controlling the
execution of CPU cores. For instance, a processor with mul-
tiple cores will likely support a debug control function that
can be used to halt and advance the state of those cores
instruction by instruction. It may also provide a means to
modify the state of caches, override the state of various clock,
reset, voltage, and power domains, and modity the opera-
tional state of processing elements in the processor.

The dedicated debug interface is often called a debug
access port (DAP) and one implementation is shown in FIG.
2. It provides for the interrogation of the system irrespective
of whether it is functional and requires a Debug Test System
(DTS) be connected to the dedicated interface to provide this
capability. A debug access port (DAP) generally includes a
debug port (DP) and one or more access potts.

The debug port 201 enables communication 202 tradition-
ally using IEEE 1149.1 (JTAG), IEEE 1149.7 (cJTAG), or
other custom technologies such as Serial Wire Debug (SWD))
between a debugger and one or more access ports (APs).
Debugger communication with a DP over a dedicated serial
medium such as IEEE 1149.1, 1149.7, or other serial debug
interfaces has been an acceptable solution for debugging a
system or target system (TS) under development in a lab
setting. These interfaces required a dedicated connection spe-
cific to the protocol being used. The TS is generally connected
to specialized hardware (a Debug Test System (DTS)) that
supports the protocol. This connection is generally made
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through a relative short cable. This debug configuration is not
generally useful when debugging a deployed system (as the
DTS connection may not be present in the products final
form) or a product deployed in a remote setting (not co-
located).

Debug Port 201 provides a portal to resources that may or
may not normally be accessible to an application. For
example, an AP might provide access to:

system memory or part thereof,

debug logic distributed through the system

scan paths

the state of state machines

production test logic

other functions.

A specific implementation of a DAP may have combina-
tions of one or more instances of these Aps (204 . . . 20%) and
other types of APs.

An advantage of using a dedicated debug interface for
debug is its superior feature set. The errors that can block the
availability of the capability provided by an application inter-
face can generally be debugged with a dedicated debug inter-
face. A disadvantage of this interface is that it may be difficult
for a person in location A to debug a product in location B.
There are two issues in this case, the connection used by the
DTS may not be present in the product’s final form, and a
DTS must be co-located with the system to use this interface.
For instance, debugging a problem being observed in a par-
ticular cell phone tower in Alaska, a remote-operable DTS
would have to be co-located with and connect to the deployed
target system.

The subject of this invention is an approach that provides
the combined advantages of debug with a dedicated debug
interface and debug with an application interface without the
disadvantages of either.

Once this concept is implemented, it can be extended to
provide access to specialized APs such as a CONFIGURA-
TION-AP and a SECURITY-AP.

The typical implementation of this pseudo debug port is
shown in FIG. 3. It is shown as having the following compo-
nents:

1) APPLICATION INTERFACE CONTROLLER 301

2) DEBUG CLIENT

A number of other implementations may be used to create
the pseudo dedicated Debug Port. The implementation of a
debug client may include processors, specialized hardware
for initializing the application interface, and other functions
not shown in the example.

In a typical implementation, an application interface con-
troller handles the interface protocol. It passes data to the
Debug Client and receives data from the Debug Client. The
Debug Client processes inbound data, forwarding this data to
the APs when necessary. It packages data it creates itself and
data provided by APs, delivering this data to the application
interface controller.

A Debug Client can be constructed with the following:

1) APPLICATION INTERFACE ABSTRACTION
LAYER 303

2) DEBUG COMMUNICATIONS PROTOCOL (DCP)
MANAGEMENT LAYER 304

3) MASTER INTERFACE 305

APPLICATION INTERFACE ABSTRACTION LAYER
303 handles the needs of the Application Interface Controller
301. It is responsible for managing transferring and receiving
Debug Client data. This may involve direct or indirect inter-
action with the actual application interface controller depend-
ing on the implementation.
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DCP PROTOCOL MANAGEMENT LAYER 304 is
responsible for creating and processing Debug Client data.
Inbound data would generally be a DCP command stream and
outbound data would be a DCP response stream. It handles
the command and response request protocol. Such a protocol
would typically provide the following capabilities:

1) OPEN—Establish a connection with the Debug Client

2) CLOSE—Terminate a connection with the Debug Cli-
ent

3) AP_READ—Retrieve data from a specified AP

4) AP_WRITE—Move data to a specified AP

AP_READ and AP_WRITE command requests will result
in the transactions over MASTER INTERFACE 305 in the
DP

MASTER INTERFACE 305 generates read and write
requests to different APs over an INTERCONNECT 306. The
INTERCONNECT is responsible for routing a request from
the DP to the appropriate AP.

Multiple APs with the same or different capabilities are
supported. One variant identifies a CONFIGURATION-AP
307. The CONFIGURATION-AP 307 implements configu-
ration and status registers that control the operation of other
APs in the Debug Access Port. Such registers could be used to
define extended access properties (such as max burst length,
security settings, and other access qualifiers) and observe
status information (such as AP FSM status, details about the
most recent error, etc.).

In systems that are security conscious, a SECURITY-AP
may be included to manage authentication of the entity con-
nected to the application interface and desiring access to other
APs.

APs that are accessible within a conventional dedicated
debug port become accessible with this approach. This means
that once the Debug Client connection is made operable, a
system that becomes inoperable or is inoperable from start-up
at location A may be debugged from Location B.

In order to use the described invention in an environment
where a system is inoperable or may become inoperable, the
application interface functionality associated with the debug
client must remain operable. There are a number of possible
implementations that can ensure this. One possible imple-
mentation is to support the management of an application
interface’s connection using hardware that would not be
affected by an inoperable component of the system. An alter-
nate implementation may support a model where a connec-
tion to the debug client would only be allowed in an operable
state or in some inoperable states but in others. In such an
implementation an inoperable state that affects the applica-
tion interface’s ability to communicate with the debug client
would not be supported.

What is claimed is:

1. A debug system comprising:

a debug test system,

a target system to be debugged,

a pseudo dedicated debug port, said pseudo dedicated

debug port including
an application interface controller,
network abstraction layer, and
a debug client,
a debug access point, said debug access point including
an application interface abstraction layer,
a debug communications protocol management layer,
and
a master interface.
2. The debug system of claim 1, wherein:
the pseudo dedicated debug port is operable to function as
a network peripheral.



US 9,189,354 B2

5
3. The debug system of claim 1, wherein:

the pseudo dedicated debug port is accessible through a
network to allow remote debugging.

4. The debug system of claim 1, wherein:

there is a plurality of debug access points operable to
communicate with the pseudo dedicated debug port.

5. The debug system of claim 1, wherein:

the debug access points may be operable to provide func-
tions other than access to memory locations.

6. The debug system of claim 1, wherein:

the debug access points may be operable to provide internal
state information of the target system.

7. The debug system of claim 1, further comprising:

hardware components that will allow the continuing opera-
tion of the pseudo dedicated debug port if the target
system becomes inoperable.
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8. The debug system of claim 1, wherein:

a means is provided to move debug and test information
through the application interface to or from one or more
types of access ports.

9. The debug system of claim 1, wherein:

at least one of the access points is a configuration access
point that provides access to configuration and status
registers that control the operation of a different access
point.

10. The debug system of claim 1, wherein:

at least one of the access points is a security access point
that manages authentication of connections to the appli-
cation interface.

11. The debug system of claim 1, wherein:

the debug system is implemented in dedicated hardware.

12. The debug system of claim 1, wherein:

the debug system is implemented as a programmable ele-
ment.



